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ADDENDUM NO. 3 

 

This addendum consists of 10 pages 

 

TO:                 All Plan Holders 

 

FROM:         Dan Castimore, IT Manager 

 

DATE:          January 13, 2024 

 

SUBJECT:     Answers to questions January 12th 

 

Bidders must acknowledge receipt of this Addendum in the appropriate place on the Bid 

Form.  Failure to do so may result in the disqualification or rejection of the bid. 

 

Note:  Information in this addendum takes precedence over original information.  All other 

provisions of the document remain unchanged. 

 

 

Clarifications: 

 

03-101 Clarification 

The RFP that was provided was missing two sections, the Fee Proposal form, and the sample 

contract. Those items will be provided in addendum #4 which will be issued concurrently. The 

Fee Proposal form is REQUIRED for a submission to be considered complete. This form must be 

submitted as a separate document as referenced in section 2.6 of the RFP document as well as 

in addendum #2. 

 

03-102 Extension of time 

Due to the failure to include the documents specified in clarification 03-101, the deadline to 

submit questions is now extended to January 17th at 12:00pm. 

 

Questions: 

 

03-01 Plan Holder Question 

"Is this the first time that you will contract a vendor for the services in question? If not, then 

would a copy of the final contract and amount of the previous successful vendor be available?” 

 

Response: See attachment 1 at the bottom of this document. 

 

03-02 Plan Holder Question 
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"We are interested in an electronic submission of our response. As outlined in the RFP, please 

do provide the details of the electronic submission process via an addendum.” 

 

Response: Please see addendum #2 

 

03-03 Plan Holder Question 

“Which operating system brands can be found in the IT environment?” 

 

Response: Please see answer 01-03 in addendum #1 

 

03-04 Plan Holder Question 

“Please provide a high-level technical description of the scope technical infrastructure that you 

have in place including numbers and makes/types of various devices/computers both on-site 

and cloud-based/off-site. Please include as much detail as possible so that we can estimate the 

work involved better.” 

 

Response: See answers 01-19, 01-20 in addendum #1 

 

03-05 Plan Holder Question 

"Are you also looking for penetration testing? If so, then: 

• For an external network penetration test, please provide the approximate number of 

live external IP addresses in scope. 

• For an internal network penetration test, please provide the approximate number of 

live internal IP addresses in scope. 

• For a web application penetration test, please provide the number of web applications 

in scope. Also confirm if test accounts will be provided. 

• For a wireless network penetration test, please provide the number of locations and 

SSIDs in scope. Also confirm if sampling across locations is permitted. 

• Is SCADA/ICS penetration testing in scope? If so, please provide a high-level 

description of the SCADA/ICS infrastructure in scope. 

• Is social engineering in scope? If so, please provide the number of scenarios you’d like 

to include and the number of end users to be targeted.” 

 

Response: This will depend on the selected proposal. We have 16 live external IP addresses, 

approximately 1000 internal IP addresses. We have approximately 10 web applications, test 

accounts can be provided. We have around 10 SSIDs in use across 9 locations. We do have a 

SCADA system in use, we will only discuss this infrastructure with the selected firm. 

 

03-06 Plan Holder Question 

“Are you looking for configuration-level reviews of all technical infrastructure elements? If so, 

then: 

• Provide the number of routers in scope and their type. 

• Provide the number of switches in scope and their type. 
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• Provide the same detail for all other RFP listed items including – cameras, wireless 

equipment, printers, copiers, operating systems, firewalls, IDS/IPS, spam filter, and any 

other.” 

 

Response: This will depend on the selected proposal. See answer 01-39 in addendum #1.  

 

03-07 Plan Holder Question 

“Do you currently have a Business Continuity Plan and/or Disaster Recovery Plan in place? If so, 

when was it last reviewed?” 

 

Response: Nothing formal. 

 

03-08 Plan Holder Question 

"How many policies | procedures are currently in place?” 

 

Response: see answer 01-08 in addendum #1.  

 

03-09 Plan Holder Question 

"Do you currently have comprehensive IT policies in place? If so, when were they last reviewed?” 

 

Response: See answer 01-08 in addendum #1. They are reviewed annually. 

 

03-10 Plan Holder Question 

"Do you currently have a documented cybersecurity program/plan in place? If so, when was it 

last reviewed?” 

 

Response: Nothing formal 

 

03-11 Plan Holder Question 

"One of the requirements to the RFP is sharing work, much like this RFP there are confidentiality 

clauses that are keeping us from sharing previous work. Is there a way around this?” 

 

Response: You could provide a hypothetical example. 

 

03-12 Plan Holder Question 

"Are there any specific concerns or recent incidents that prompted this cybersecurity audit?” 

 

Response: No 

 

03-13 Plan Holder Question 

"Regarding the wide area network connections utilized across the 9 facilities, can you provide 

more detail such as, are there specific considerations for remote or mobile access?” 
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Response: The 9 facilities are connected to a central point via WAN connections. 

 

03-14 Plan Holder Question 

"How is the inventory of devices being managed? 

 

Response: hybrid of manual and software agents. 

 

03-15 Plan Holder Question 

"Are there specific departments or areas that should be looked into more than others?” 

 

Response: No 

 

03-16 Plan Holder Question 

"How will City stakeholders be engaged with our team in the collaborative process of developing 

priorities for improvements, and who will be involved in the decision-making process?” 

 

Response: The firm selected will provide advice for this process. The IT Manager, Finance Director, 

and possibly City Manager will be involved in this process. 

 

03-17 Plan Holder Question 

"Number of WAPs?” 

 

Response: 34 

 

03-18 Plan Holder Question 

"Who are their IDS and IPS?” 

 

Response: Cisco Firepower 

 

03-19 Plan Holder Question 

"Pen Testing scope? Internal is 200 internal endpoints” 

 

Response: The city has approximately 200 computers. There are currently around 1000 IP 

addresses in use. This is a combination of network devices, cameras, wireless clients, etc. 

 

03-20 Plan Holder Question 

"Is City looking for 9 different reports or 1 singular report?” 

 

Response: I assume you are referring to the 9 facilities. There would be 1 report for all 9 facilities, 

but a total of 3 documents are required in section 3.2 of the RFP. 

 

03-21 Plan Holder Question 
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"Is there a framework that City want this assessment based on (ISO 31000, NIST CSF, NIST 800-

30)” 

 

Response: see answer 01-29 in addendum #1. 

 

03-22 Plan Holder Question 

"Is City interested in the vendor looking at technical configurations for all the endpoints and 

products?” 

 

Response: This will depend on the selected proposal. 

 

03-23 Plan Holder Question 

"Do the different departments have different policies and procedures?” 

 

Response: The Police Department has individual policies that may have stricter requirements 

than the City. Review of these policies is not a primary focus of this assessment. 

 

03-24 Plan Holder Question 

"Are there any budgetary constraints?” 

 

Response: see answer 01-06 in addendum #1 

 

03-25 Plan Holder Question 

"Does the City manage, store or transmit card holder data? If yes, does City have a need to do 

PCI Compliance” 

 

Response: No 

 

03-26 Plan Holder Question 

"Does the City serve as a shared services provider to the Police Department, Dispatch center, 

Public Library, etc.” 

 

Response: All city departments are operated by the city. We do provide limited services to the 

tenants of several of our facilities. 

 

03-27 Plan Holder Question 

"Does the City have disaster recovery sites? If yes how many and what type (e.g. hot, warm or 

cold site)? Is it managed by a 3rd party?” 

 

Response: No 

 

03-28 Plan Holder Question 

"Are the 9 facilities managed by the city, or a 3r party or is it a hybrid model?” 
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Response: For the most part. Once facility is operated by a 3rd party which we provide phones, 

internet, and WiFi to. Two other facilities have tenants, but we do not provide services other than 

WiFi in the building. 

 

03-29 Plan Holder Question 

"01-01 Plan Holder Question 

Is vulnerability assessment and penetration testing of City's internal and external networks 

desired? If so, please approximate IP counts for the target networks.” 

 

Response: This will depend on the selected proposal. The city has approximately 400 network 

devices. 

 

The RFP calls out 200 computers but this says 400 network devices, so could please clarify what 

you mean by 400 network devices?” 

 

Response: The larger total includes phones, printers, network devices, cameras, etc. 

 

03-30 Plan Holder Question 

"In Addendum 1, plan holder list is attached does it mean we have to do some registration or 

once we submit questions you will update plan holder list? If there is any kind of registration 

please share link to do so.” 

 

Response: please email dcastimore@kenai.city to be added to the plan holder list. 

 

03-31 Plan Holder Question 

"Is there currently an incumbent company or previous incumbent, who completed a similar 

contract performing these services? If so - are they eligible to bid on this project and can you 

please provide the incumbent contract number, dollar value, and period of performance?” 

 

Response: see answer 03-01 

 

03-32 Plan Holder Question 

"How much (%) of the infrastructure is in the cloud?” 

 

Response: very little. 

 

03-33 Plan Holder Question 

"In the IT department/environment, how many employees work?” 

 

Response: see answer 01-12 in addendum #1 

 

03-34 Plan Holder Question 
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"Do you manage your own data Center, or do you utilize any 3rd-party/colocation facilities?” 

 

Response: we manage our own datacenter. We do allow another government agency to collocate 

some of their equipment in our datacenter. 

 

03-35 Plan Holder Question 

" Section 1.2 - Can we ask you to formally place our firm – CohnReznick, LLP – on your plan 

holders’ list?” 

 

Response: You have been added to the plan holder list. 

 

03-36 Plan Holder Question 

" Section 2.8 – Does the State of Alaska accept professional credentials such as Certified CISO, 

CISSP, CRICS, CISM, CISA?” 

 

Response: The City will consider all professional credentials. 

 

03-37 Plan Holder Question 

" Section 2.11 Oral Change/ Interpretation instructs that Proposers shall acknowledge receipt of 

addenda in the space provided on the Proposal Form. What is the Proposal Form?” 

 

Response: see clarification 03-101 

 

03-38 Plan Holder Question 

" Section 3.1 Please describe the size of the City of Kenai’s IT organization in terms of personnel 

and systems across its 9 facilities, including the number and type of: 

a. Desktops / laptops (200?) 

b. Servers 

c. Databases 

d. Routers and Switches 

e. Publicly Available IP addresses 

f. Number of internally reachable IPs 

g. Physical locations 

h. # of remote employees 

i. # Wireless Access Points” 

 

Response: The City has no remote employees at this time. See answers 01-03, 01-19, 01-20, 01-39 

from addendum #1 

 

03-39 Plan Holder Question 

" Section 3.1 (a) (b) & (c) Section 3.1 What significant IT projects or initiatives, if any, are in 

progress or planned that would be relevant to the scope or timing of this assessment?” 
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Response: The city is currently looking to procure a Managed Detection and Response service. 

 

03-40 Plan Holder Question 

" Section 3.1 (a) & (b) Does the City leverage a recognized, industry leading cybersecurity 

framework, and if so, which one?” 

 

Response: see answer 01-29 in addendum #1 

 

03-41 Plan Holder Question 

" Section 3.1 Has the City used or have a preference of standard for analysis. Examples include, 

but are not limited to NIST 800-171, CIS, etc.?” 

 

Response: see answer 01-29 in addendum #1 

 

03-42 Plan Holder Question 

“Section 3.1 (a.) 1 and 3 Does the City want vulnerability scanning and penetration testing 

services to be included in the scope of the assessment? 

a. Does the City want both internal and external vulnerability scanning and penetration 

testing to be included in the scope? 

b. For external vulnerability scanning and penetration testing, how many IP addresses and 

public facing systems does the City have and want to include in the scope? 

c. For internal vulnerability scanning, how many IP addresses or IP address range does the 

City currently use and would like include in the scope?” 

 

Response: see answer 03-05 

 

03-43 Plan Holder Question 

" Section 3.1 (a) What in-scope IT services and application solutions, if any, are outsourced to 

third party service providers? (ex. Help Desk, cloud/data center providers, Network Monitoring 

etc.) 

a. Are current SOC 2 Type 2 reports available for the purposes of assessing the security 

controls of in-scope third parties?” 

 

Response: None 

 

03-44 Plan Holder Question 

" Section 3.1 (a) 2 and (b) – How many security policies are in scope for the assessment?” 

 

Response: see answer 01-08 in addendum #1 

 

03-45 Plan Holder Question 

" Section 3.1 (b) Do all IT and cybersecurity personnel adhere to uniform, centralized, policies, 

processes, and tools? 
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a. If not, please briefly summarize the extent of de-centralization/distribution and variation? 

i.e., Are there different policies for different departments or is there one set for the entire 

city?” 

 

Response: All IT personnel use the same policies. The Police Department may have more stringent 

policies, but these are not a significant part of this assessment.  

 

03-46 Plan Holder Question 

" Section 3.1 (a) 4 – Is a review of the City’s continuity of operations and IT disaster recovery plans 

in scope?” 

 

Response: This will depend on the selected proposal. At this time these documents do not formally 

exist. 

 

03-47 Plan Holder Question 

" Section 3.2 – Please summarize the degree to which the City prefers onsite vs. remote fieldwork 

and services, and if City is open to aspects of the project being performed by individuals from 

international offices.” 

 

Response: we have no preference on onsite vs. remote work. We would not be open to having work 

preformed from international locations, as other nations may have legal requirements that are in 

conflict with US laws and regulations. 

 

03-48 Plan Holder Question 

" Is an on-site presentation of the results of the assessment and remediation recommendations 

expected?” 

 

Response: No. 

 

03-49 Plan Holder Question 

" Section 3.2 Will the final report require a carve out for confidentiality of certain departments, 

such as the Police Department?” 

 

Response: No. 

 

03-50 Plan Holder Question 

" Section 6.0 – Is it the City’s practice to select the best proposal, regardless of cost, and seek to 

negotiate a mutually acceptable final fixed fee with that vendor?” 

 

Response: we are able to negotiate but we do use cost as a factor to select the best proposal. 

 

03-51 Plan Holder Question 

" Section 9.0 – Since this assessment is grant-funded, can the City share with vendors its budget? 
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Response: see answer 01-06 in addendum #1.  

 

 

Attachments: 

1. Previous Cybersecurity Assessment Contract 

2. Current Plan Holders List 
 

End of Addendum 3 























Name Company Email Phone
McKinley Brown Alliant Group proposals@alliantcybersecurity.com 832.388-4162
Deesh Bhattal Alliant Group Proposals@alliantgroup.com
Tiffany S. Garcia CBIZ Risk & Advisory Services Tiffany.Garcia@CBIZ.com 512.340.7423
Adele Fiala Certus Cybersecurity adele.fiala@certuscyber.com 650.200.0758
David Anderson CLA (CliftonLarsonAllen LLP) david.anderson@CLAconnect.com 612-376-4699
Stacy Stanford CohnReznick, LLP Stacy.Stanford@CohnReznick.com 973.863.4385
John Kelley CyberForceQ jkelley@cyberforceq.com 586.907,9751
Susie Crisp Enterprise Risk Management, Inc scrisp@ermprotect.com 305.447.6750
Farryn Huffman Fit Solutions fhuffman@fitsolutions.biz 858.879.0798
Lisa Salvador Global Solutions Group, Inc.  lisas@globalsolgroup.com 248.291.5440
Leslie Lyons Guidepost Solutions LLC LLyons@guidepostsolutions.com 510.250.6241
Ahmad Zoua Guidepost Solutions LLC azoua@guidepostsolutions.com
Michael Mackesy IK Systems MichaelM@IKSystems.com 714.394.2750
Jonal Machos Konica Minolta jmachos@kmbs.konicaminolta.us
Sherman Gong Konica Minolta sgong@allcovered.com
Tim Ferons Konica Minolta tferons@kmbs.konicaminolta.us
Rob Edwards  Maple Woods Enterprises rob@mapleoh.com 614.429.8771 
Martin Yarborough Martin Yarborough and Associates myarb@martinyarborough.com 817.618.2572
Lisa Freitas Moss Adams Lisa.Freitas@mossadams.com 505.353.1550
Elizabeth Carter Online Plans Reporter agcplans@gmail.com 907.561-5354
Will Lee PNCIT will.lee@pncit.com 866.232.8860 
PATRICK SWERE Securance Consulting contactus@securanceconsulting.com 877-578-0215
Ken Herold Solutions3 ken.herold@solutions3llc.com 201.725.6389
JAY PRASAD Tech Brains Solutions Inc. jay.prasad@techbrainscorp.com 732.952.0552
Rick Anderson True North Consulting Group rick.anderson@tncg.com 651.705.1249
Ian Brady Withum ibrady@withum.com 301.272.6084
Thaddeus Dickson XPIO Health thad@xpiohealth.com 253.651.7482

Planholders List
Project: 2023 Cybersecurity Assessment

Date: January 13, 2024


